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This article provides a general overview 
of the federal and state laws governing 
medical privacy, including 2024 updates 
to the Confidentiality of Substance Use 

Disorder Patient Records regulations (42 C.F.R. pt. 
2), and discusses some of the practical applications 
of these laws, especially in litigation.

Medical Privacy Laws (Re)introduced
Both federal and state laws protect patient health 
information and records. Federal law sets a 
minimum standard for privacy protections and 
usually preempts any state laws that do not meet 
that standard. But when state law provides greater 
protection for patient privacy – which is the situa-
tion in Wisconsin – then state law applies.1

Although they are not the focus of this article, the 
rules of evidence afford additional protections to 
patient health records. Attorneys should familiarize 
themselves with the privilege between health care 
providers and patients, which is defined along with 
its many exceptions at Wis. Stat. section 905.04.

Medical Records
Federal Law: HIPAA. The term “medical privacy 
laws” probably brings to mind the Health Insurance 
Portability and Accountability Act, also known 
as HIPAA.2 First passed in 1996, HIPAA requires 
covered entities – including health care provid-
ers, insurers, and health care clearinghouses – to 
protect the privacy, confidentiality, and security 
of electronically stored health information. HIPAA 
also applies to the business associates of covered 
entities, including law firms that represent covered 
entities or other business associates that have ac-
cess to protected health information.3 

Broadly speaking, HIPAA’s Privacy Rule forbids 
covered entities and business associates from using 
or disclosing patients’ protected health information 

(not only documents) without patient authoriza-
tion, except under specific exceptional circum-
stances. “Protected health information” includes 
information that “[r]elates to the past, present, or 
future physical or mental health or condition of an 
individual; the provision of health care to an indi-
vidual; or the past, present, or future payment for 
the provision of health care to an individual.”4 When 
information can be shared, the Privacy Rule gener-
ally requires covered entities to release only the 
minimum required health information (a provision 
also known as the “Minimum Necessary Rule”) and 
to inform patients of how their information might 
be or has been used or disclosed. Patients, mean-
while, have the right to access and correct their 
health records and to consent or refuse consent to 
certain uses of their health information.5 

In 2009, Congress passed the Health 
Information Technology for Economic and Clinical 
Health Act (HITECH Act), which strengthened and 
extended HIPAA protections and created obliga-
tions for reporting breaches. 

State Law: Wis. Stat. Section 146.82. Wisconsin 
law provides even stronger protections for the 
confidentiality of patient health records, codified 
at Wis. Stat. section 146.82. The statute estab-
lishes a strong presumption of confidentiality: “All 
patient health care records shall remain confiden-
tial. Patient health care records may be released 
only to the persons designated in this section or 
to other persons with the informed consent of the 
patient or of a person authorized by the patient.”6 

Subsection (2) of the statute lays out the lim-
ited, specific circumstances in which health care 
records can be released without the informed 
consent of the patient. These circumstances gener-
ally arise in the contexts of health care, medical 
research, billing, certain lawful requests from 
governmental agencies or courts, investigations 

Protected health information is relevant to many areas of the law. Several 
overlapping legal regimes affect the disclosure, use, and admissibility of 
such information. No matter a lawyer’s area of practice, understanding 
these foundational medical privacy laws can limit unnecessary disclosure of 
clients’ most sensitive information. 
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into abuse of children or older adults, 
schools, foster care, and prisons and 
jails.7 In litigation, absent informed 
consent of the patient, a subpoena is 
insufficient. Rather, “a lawful order of a 
court of record” is required.8 

Mental Health and Substance 
Abuse Disorder Treatment Records
Federal Law: 42 C.F.R. Part 2. Health rec-
ords concerning treatment for substance 
use disorders enjoy additional protec-
tions under 42 U.S.C. § 290dd-2 and its 
implementing regulation, 42 C.F.R. part 
2. These privacy protections encourage 
patients to seek treatment for addictions.

The federal statute and regulations 
provide broad protections for records re-
lated to treatment for substance use, cov-
ering even the simple fact that a specific 
person has received or is receiving such 
treatment.9 The statute includes a specific 
provision for court-ordered disclosure of 
records (discussed below).10 Absent such 
an order – or the informed consent of the 
client – the records are generally confi-
dential. There is no special exception for 
law enforcement or all court proceedings, 
except as authorized by court order and 
consistent with the federal law.11 

Violating these privacy provisions may 
subject a person to criminal liability.12 

State Law: Wis. Stat. Section 51.30. 
Wisconsin statutes also protect the 
confidentiality of registration and treat-
ment records “that are created in the 
course of providing services to individu-
als for mental illness, developmental 
disabilities, alcoholism, or drug depen-
dence.”13 The statute sets out very spe-
cific requirements for informed consent 
for record disclosure. As in the more 
general state medical privacy statute, 
this statute carves out some exceptions 
in which confidential records may be 
disclosed without consent, including 
“[p]ursuant to a lawful order of a court 
of record.”14 Regulations at Wis. Admin. 
Code chapter DHS 92 further govern 
confidential treatment records.

State law privacy protections for men-
tal health records are more stringent 

than the HIPAA Privacy Rule, but not 
necessarily more stringent than the 
protections for substance use disorder 
treatment records, which are subject to 
42 C.F.R. part 2, as discussed above. 

Real-life Applications and Practice 
Tips: When Health Records May Be 
Needed in Litigation 
There are countless scenarios in which 
an attorney might want to access and 
introduce health records belonging to 
a client, an opposing party, or another 
relevant party. 

Family Law. Medical information can 
be relevant to family law proceedings at 
nearly every step and over extended peri-
ods of time. For example, protected medi-
cal information of parents, children, and 
third parties may be directly relevant to 
four of the “best interest” factors a court 
considers when establishing or modifying 
a custody or placement order.15 (See side-
bar for special considerations surround-
ing the medical records of children.)

Medical information may also be 
relevant to the financial aspects of a 
family court case. Medical informa-
tion is directly relevant to the mainte-
nance analysis in divorce and support 

proceedings.16 Furthermore, arguments 
over earning capacity and the court’s 
ability to impute income to a party 
shirking a support obligation may result 
in the court considering the economic 
effects of the parties’ physical health, 
mental health, or both. 

Juvenile and Adult Guardianship. 
Juvenile and adult guardianship pro-
ceedings may also implicate medical 
records both at the appointment phase 
and throughout the term of the guard-
ianship. Covered entities engage often 
with guardians who, by law, may access 
and consent to release of confidential 
information of their wards. 

Probate. Medical records of recently 
deceased persons may be relevant to 
probate proceedings. Privacy laws pro-
vide certain protections to the records 
of deceased persons who died within 
the past 50 years.17 

Other Civil Proceedings. Plaintiffs 
in worker’s compensation or personal 
injury lawsuits generally must introduce 
some medical records to prove their 
case. Civil rights attorneys bringing 
cases based on disability discrimina-
tion may need to include proof of the 
client’s medical status. Attorneys 
assisting medical professionals with 
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licensure defense may need to review 
and submit the medical records of 
complainants against those profession-
als. Immigration attorneys may need to 
access medical records to support appli-
cations for humanitarian relief, such as 
asylum, U-Visas, or deportation defense. 
Near the intersection of family law and 
criminal law, termination-of-parental-
rights cases can involve the state seek-
ing to introduce records of a parent’s 
history of substance use disorder or 
mental illness. And the list goes on.

Criminal Practice. Medical privacy 
issues can also arise in criminal prac-
tice. Prosecutors may need to introduce 
a victim’s medical records to prove an 
element of a crime, such as battery. 
Criminal defense attorneys may wish 
to introduce records of a client’s mental 
health treatment at the sentencing stage, 
for mitigation. In the past, defense at-
torneys could seek to introduce victims’ 
mental health records as part of a client’s 
defense, as a judicially created exception 
to the victim’s health care provider privi-
lege, but the Wisconsin Supreme Court 
recently eliminated this right.18 

Limitations On the Use of Health 
Records in Litigation
Authorizations: Proceed with Caution. 
Authorizations to disclose protected 
health information are a standard part 
of certain legal matters. The authoriza-
tion must comply with specific federal 
and state requirements, set out in 45 
C.F.R. § 164.508(c), as well as Wis. Stat. 
section 252.15(3m)(b) (restricting 
disclosure of HIV status records). A 
release of mental health records must 
comply with Wis. Stat. section 51.30(2). 
Authorizations for substance use treat-
ment are governed by 42 C.F.R. § 2.31. 
Covered entities often have their own 
required forms for the release of pro-
tected health information.

Attorneys representing clients who 
are expected to consent to the dis-
closure of some of their own medical 
records should be wary of authorizing 

more disclosure than necessary. In 
personal injury and worker’s compensa-
tion cases, defense counsel often send a 
blanket release form that is far broader 
than necessary or appropriate. Signing 

an overbroad authorization can be a 
big mistake, resulting in the release of 
years’ worth of sensitive – and ir-
relevant – medical and mental health 
records to an adverse party. 

Medical Records and Children
The Child Patient 
Generally, minors cannot give informed consent for the inspection or copying 
of their medical records,34 but there are several key exceptions to this rule:

Mental Health. Minors age 14 and above can access and consent to the release 
of their mental health records.35 

Alcohol and Drugs. Minors age 12 and above can receive treatment for alcohol 
and drug abuse without parental involvement, and records of such treatment 
can, with limited exceptions, be released only with the minor’s consent.36 

Reproductive Health. Minors have the right to access confidential reproductive 
health care services – including, by judicial waiver, abortion37 – and to access 
and consent to the release of records of such treatment.38 

HIV Test Results. Minors age 14 and above, and their authorized 
representatives, have the exclusive right to disclose or authorize disclosure of 
their HIV test results.39

Parents and Guardians
Parents and guardians generally have access to their children’s medical 
records. The main exception to this rule is when a parent is denied 
placement.40 Conversely, courts can authorize third parties with visitation to 
access children’s medical records.41 

As discussed above, minors can also restrict disclosure to their parents of 
medical records of care for which they were not required to obtain prior parental 
permission, such as HIV testing and some alcohol and drug abuse treatment.42 

Guardians ad Litem 
Guardians ad litem (GALs) – lawyers appointed to represent the best interest 
of minor children – can only access medical records upon informed consent of 
the minor’s parent(s) or legal guardian(s) or the minor (in the above-mentioned 
limited circumstances), by statute, or by order of the court.43 That being said, 
often the order appointing a GAL to a family court case will indiscriminately 
allow the GAL to access medical records as part of the GAL’s duty to 
investigate the matter and make a recommendation to the court regarding the 
best interests of the child. 

Courts should set appropriate limits on the disclosure of a minor’s medical 
records to GALs and should consider whether a protective order is appropriate 
on a case-by-case basis. Attorneys concerned about limiting disclosure of 
protected information may consider submitting a proposed order appointing 
a GAL (Wisconsin Circuit Court form GF-131A(1)) with language limiting what 
information the GAL can access. If the physical or mental health of the minor 
child(ren) is not at issue, attorneys should consider whether any authorization 
at the time of appointment is warranted. If circumstances change, a GAL may 
request a subsequent order if needed. 

By the time a GAL is appointed, the court should be able to ascertain whether 
a complete authorization for the release of the minor’s medical records is 
necessary. WL
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Attorneys should always include a time 
limit on the release form, and covered en-
tities should not release multiple rounds 
of records under the same authorization 
if the applicable time limit has passed. 

Exceptions to Authorized Release. 
Without patient authorization, there 
are limited exceptions to the prohibition 
on releasing protected health informa-
tion. The HIPAA Privacy Rule permits 
covered entities to use protected health 
information for treatment, payment, 
or health-care-operations purposes 
without patient authorization.19 This 
exception extends to litigation and 
administrative proceedings only when 
the covered entity is a party to legal 
proceedings ( judicial or administrative), 
such as licensure defense.20 

Under Wisconsin law, confidential 
patient health records, including mental 
health records, can only be introduced 
in court (without patient consent) 
pursuant to a lawful order of the court.21 

This is a stricter protection than that af-
forded by HIPAA, which, in the absence 
of the Wisconsin law, would permit the 
records to be released in response to a 
subpoena that meets certain criteria.22

A simple discovery request generally 
does not suffice to compel disclosure 
of protected information, because of 
federal and state protections and the 
patient’s privilege. Privilege does not 
apply in some proceedings where the 
medical condition is an element of the 
claim, such as guardianships, worker’s 
compensation, personal injury, or mat-
ters concerning child abuse reports.23 

Additional Limitations on the 
Release of Substance Use Disorder 
Treatment Records. Under the revised 
42 C.F.R. part 2, the protections for sub-
stance use disorder treatment records 
are significantly more stringent than 
those for other medical records.

In the absence of an authorization 
form demonstrating the patient’s 

informed consent, a provider cannot 
be compelled to provide testimony or 
records about a patient’s protected sub-
stance use disorder treatment informa-
tion without two things: a subpoena and 
a court order. Absent patient consent, a 
provider cannot even answer a simple 
question about whether the person was 
in treatment without an authorizing 
court order.24 

To obtain a court order authorizing 
the disclosure of protected substance 
use disorder treatment, the requesting 
party must show “good cause therefor, 
including the need to avert a substantial 
risk of death or serious bodily harm. In 
assessing good cause, the court shall 
weigh the public interest and the need 
for disclosure against the injury to 
the patient, to the physician-patient 
relationship, and to the treatment ser-
vices.”25 The standards for showing good 
cause are high in civil cases and even 
higher in criminal cases.26

Any party seeking a court order 
authorizing the disclosure of protected 
substance use disorder treatment 
records or information must submit an 
application to the court, and both the 
patient and the holder of the records 
must receive notice of the application 
and have the opportunity to respond.27 
If the court holds a hearing on the ap-
plication, the hearing must be con-
ducted confidentially, unless the patient 
requests otherwise.28 

When a court does authorize the 
disclosure of protected substance use 
disorder treatment information, the 
court must limit the use or disclosure of 
the patient’s record, or testimony about 
the record, to that which is “essential to 
fulfill the objective of the order.”29 In ad-
dition, the court must “[l]imit use or dis-
closure to those persons whose need for 
information is the basis for the order”; 
and take steps to protect the informa-
tion from any unnecessary exposure or 
scrutiny, such as by sealing the parts of 
the court record where it appears.30 

Redisclosure. After an attorney has 
received protected health information, 
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whether through patient authorization, 
court order, or otherwise, the attorney 
must be careful to use that informa-
tion only for the authorized purpose.31 
Both federal and state law restrict 
redisclosures.32

Protecting Health Information in 
Court Records 
Attorneys who submit protected health 
information to the court must take 
steps to protect that information, even 
after obtaining authorization to access 
and submit the records. Courts will 
not automatically seal or otherwise 
protect records including protected 
health information.33 Wisconsin Circuit 
Court form GF-244, the Cover Sheet 
for Confidential Records, should be 

submitted with records that include 
protected health information with the 
appropriate box checked. In the alterna-
tive, attorneys can request permission 
from the court to redact all unnecessary 
information from the records, move to 
seal the records so that non-parties can-
not access them, or do both. Attorneys 
should always use restraint and submit 
only the type and amount of health 
information that is necessary.

Conclusion 
Medical privacy laws can seem overly 
complicated at first, but learning the 
landscape will help attorneys protect 
clients’ and their own interests. Clients 
appreciate knowing – and deserve 
to know – that their lawyers are 

protecting their health information to 
the utmost extent of the law. WL
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